
DigiCanTrain 
Digital Competence Framework

1. Communication, collaboration 
and participation 

2. Information technology 
and digital health systems

3. Person-centred digital 
cancer care

4. Digital interventions 
in cancer care

5. Safety and ethics related 
to digital interventions and 
data management

Competence 
domains

Digital competence is defined as a combination of knowledge, skills, attitudes, and values in confident, 
critical, ethical and responsible use of digital health in cancer care to communicate, provide high-quality 
patient care and caregiver support, manage information, collaborate, create, share and implement evidence-
based care in an effective, appropriate and secure manner in all phases of the cancer care continuum.

Digital health and care refers to tools 
and services that use information and 
communication technologies (ICTs) to improve 
prevention, diagnosis, treatment, monitoring 
and management of health-related issues and 
to monitor and manage lifestyle-habits that 
impact health (EU Commission, Public Health). 

Digital intervention refers to application, 
software and adoption of digital technologies 
on cancer care delivery from diagnostics to 
treatment and follow up. 

People affected by cancer also includes 
family members, significant others and 
caregivers.
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Competence 
domain Knowledge Skills Attitudes and Values 

Communication, 
collaboration and 
participation 
 

knows the nature, purpose, 
function and types of digital 
communication, collaboration and 
participation strategies, forms, 
and channels for health care 
professionals (HCP) and how they 
are used in HCP and patient 
communication. 
 
 
 

uses digital technologies to communicate 
respectfully and professionally. 
 
adapts communication strategies to a specific 
audience or a specific target group / context. 
 
uses digital tools and technologies for 
professional and interprofessional collaborative 
processes, and for the co-constructing and co-
creating resources and knowledge.  
 
participates actively in and across digital 
networks locally, nationally and internationally. 
 
provides sufficient and relevant information, and 
addresses concerns within digital health 
according to the needs of all people affected by 
cancer. 
 
tailors information according to patients' and 
caregivers’ situations and needs.  
 
uses a range of digital technologies and tools to 
empower, teach, coach, mentor, and support 
patients, caregivers and other health care 
professionals. 

 

demonstrates positive, sensitive, and 
professional attitudes and behaviours in 
communicating, collaborating, and 
participating in digital health. 
 
possesses awareness of digital divide in 
the community and society on digital 
environments and tools. 
 
demonstrates willingness to participate 
in society through the use of public and 
private digital health. 
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Competence 
domain Knowledge Skills Attitudes and Values 

Information 
technology and 
digital health 
systems 

knows relevant evidence-based 
online information sources in 
oncology and in their own 
speciality (for example, radiation 
oncology). 

knows how to articulate 
information needs and devise a 
plan for searching for information 
and content from digital 
environments 

understands how copyright and 
licenses apply to the use of data, 
information, and digital content 
and know of required legislation. 

knows common benefits and 
barriers to the use of digital 
health and interventions. 

is aware of the environmental 
impact of digital technologies and 
their use. 

interprets and critically evaluates health data, 
information, and digital content. 

evaluates the trustworthiness, credibility, and 
applicability of digital health information. 

operates in various digital platforms and 
environments. 

intends and is motivated to use and 
promote to use health information 
technology and digital interventions in 
provision of cancer care services. 

demonstrates willingness to learn and 
explore opportunities of and for digital 
health interventions for people affected 
by cancer. 
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Competence 
domain Knowledge Skills Attitudes and Values 

Person-centred 
digital cancer care  

understands the basics of digital 
information and services used to 
inform health and care related 
decisions and actions for and 
with the patient and 
caregivers/family members. 
 
knows digital health technology 
of their own speciality used in 
direct patient care and caregivers’ 
support. 
 
understands the principles of 
person-centred care in digital 
cancer care. 

evaluates the patient's and caregiver’s/family 
members’ digital capabilities, resources and 
willingness to use digital health services. 
 
promotes the patient's and caregivers’ / family 
members capabilities, resources and willingness 
to use digital health services, for example by 
empowerment them, encouraging them to 
improving knowledge, and addressing their 
concerns. 
 
incorporates the patient's and his/her 
caregivers/family members’ empowerment and 
needs in delivering digital care. 
 
evaluates the patient's situation through digital 
means, obtains relevant patient information 
during digital symptom assessments, and 
ensures the accuracy of patient medical history 
and medication details. 
 
uses a range of technical devices and software in 
a professional context relevant to  own speciality 
and multidisciplinary cancer care and choose the 
best interventions and tools for the situation. 
 
creates and edits digital content targeted at 
patients and caregivers/family members in 
different formats with the participation of 
patients through co-creation. 
 
 

promotes equality and effectiveness of 
digital cancer care services and 
communication for people affected by 
cancer. 
 
values person-centred care regardless of 
the environment. 
 
demonstrates a positive attitude to 
advance capabilities, resources and 
willingness to use digital health services 
for people affected by cancer  
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Competence 
domain Knowledge Skills Attitudes and Values 

Digital interventions 
in cancer care 
 
 

knows digital interventions and 
tools relevant to own practice and 
patient care. 
 
updates own knowledge regularly 
on developments of digital 
interventions relevant to own 
practice. 
 
knows fundamentals of AI, its 
latest developments and 
possibilities for clinical 
application in own speciality (for 
example oncology surgery). 

 

 

 

 

 

 

 

 

 

 

 

demonstrate technical skills in the efficient and 
correct use of digital health interventions and 
tools. 
 
critically evaluates the feasibility of digital tools 
in cancer care. 
 
identifies and resolves technical problems in the 
digital environment with IT and/or technical 
support. 
 
 
 
 

sees digital solutions as important part of 
one’s work. 
 
demonstrates a positive attitude in 
seeking out appropriate and innovative 
digital interventions to care for people 
affected by cancer. 
 
demonstrates a willingness to learn new 
digital interventions. 
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Competence 
domain Knowledge Skills Attitudes and Values 

Safety and ethics 
related to digital 
interventions and 
data management 
 

understand existing and potential 
risks and threats in a digital 
health environment. 
 
knows the safety and security 
measures of own organization on 
digital interventions, data 
ownership and data management.  
 
understands and acts upon 
appropriate guidelines, protocols, 
regulations, best practices, and 
safeguards when working with 
personal, public, professional 
and/or confidential digital 
information, data, and content to 
meet legal, ethical, cultural and 
security rules, requirements, and 
expectations.  

protects the privacy and personal data of patient 
and caregiver/family members in digital 
environments. 
 
guides patient and caregiver/family member on 
ethics and data safety. 
 
conducts technology checks needed and create 
a technology back-up plan. 
 
recognises and acts upon situations and events 
that might compromise personal, professional, or 
organisational security in a digital work 
environment. 
 
organises, stores, and retrieves data, information, 
and content in and from digital environments 
according to required legislation. 
 
shares data, information, and digital content 
through appropriate digital technologies with the 
appropriate safety and ethical precautions. 
 
 

provides collegial and organisational 
support for building positive experiences 
in digital cancer care. 
 
demonstrates ethical, positive and 
appropriate attitudes and behaviours 
regarding digital identity, wellbeing and 
safety of self and others. 
 
 

 

 

 



 

 
Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European Union or the Health and 
Digital Executive Agency (HaDEA). Neither the European Union nor the granting authority can be held responsible for them. 

References analysed and used in the development process: 
Banerjee SC, Staley JM, Howell F, et al. Communicating Effectively via Tele-oncology (Comskil TeleOnc): a Guide 
for Best Practices for Communication Skills in Virtual Cancer Care. J Cancer Educ 2022; 37: 1343–1348. 

Bødtcher H, Lindblad KV, Sørensen DM, et al. Patients’ experiences of the COVID-19 pandemic and the change to 
telephone consultations in cancer care. Support Care Cancer 2022; 30: 9869–9875 

Council Recommendation on Key Competences for Life-long Learning (2018) 

Dickerson SS, Boehmke M, Ogle C, et al. Out of necessity: oncology nurses’ experiences integrating the Internet 
into practice. Oncol Nurs Forum 2005; 32: 355–362. 

European Commission (2016). The European digital competence framework for citizens. Publications Office of 
the European Union.  

Hughes S, Livingston J, Semler R, et al. Improving nurse computer proficiency with a tri-focal educational 
intervention. Int J Urol Nurs 2014; 8: 161–165 

Jarva, E., Oikarinen, A., Andersson, J., Tuomikoski, A. M., Kääriäinen, M., Meriläinen, M., & Mikkonen, K. (2022). 
Healthcare professionals' perceptions of digital health competence: A qualitative descriptive study. Nursing 
open, 9(2), 1379–1393. https://doi.org/10.1002/nop2.1184    

Jarva, E., Oikarinen, A., Andersson, J., Tomietto, M., Kääriäinen, M., & Mikkonen, K. (2023). Healthcare 
professionals' digital health competence and its core factors; development and psychometric testing of two 
instruments. International journal of medical informatics, 171, 104995.  
https://doi.org/10.1016/j.ijmedinf.2023.104995      

Jørgensen L, Jacobsen HR, Pedersen B, et al. Calling an Oncological Emergency Telephone to Seek Advice: An 
Interview Study. Cancer Nurs 2021; 44: 98–105  

Ilomäki, S. Paavola, M. Lakkala, A. Kantosalo  Digital competence – an emergent boundary concept for policy 
and educational research. Educ. Inf. Technol., 21 (2016), pp. 655-679 

Kemp E, Trigg J, Beatty L, et al. Health literacy, digital health literacy and the implementation of digital health 
technologies in cancer care: the need for a strategic approach. Health Promot J Austr; 32: 104–114.  

Konttila, J., Siira, H., Kyngäs, H., Lahtinen, M., Elo, S., Kääriäinen, M., Kaakinen, P., Oikarinen, A., Yamakawa, M., 
Fukui, S., Utsumi, M., Higami, Y., Higuchi, A., & Mikkonen, K. (2019). Healthcare professionals' competence in 
digitalisation: A systematic review. Journal of clinical nursing, 28(5-6), 745–761. 
https://doi.org/10.1111/jocn.14710    

Longhini J, Rossettini G, Palese A. Correction: Digital Health Competencies Among Health Care Professionals: 
Systematic Review. J Med Internet Res 2022; 24: e43721. 

Macartney G, Starcey D, Carley M, et al. Priorities, barriers and facilitators for remote support of cancer 
symptoms: A survey of Canadian oncology nurses. Can Oncol Nurs J 2012; 22: 235–240 

Mooi JK, Whop LJ, Valery PC, et al. Teleoncology for indigenous patients: the responses of patients and health 
workers. Aust J Rural Health 2012; 20: 265–9.  

NHS 2018. A Health and Care Digital Capabilities Framework  

NHS 2020 Development of a digital competency framework for UK Allied Health Professionals  

Schnur JB, Montgomery GH. E-counseling in psychosocial cancer care: a survey of practice, attitudes, and 
training among providers. Telemed J E Health 2012; 18: 305–8. 

Stephen JE, Christie G, Flood K, et al. Facilitating online support groups for cancer patients: the learning 
experience of psycho-oncology clinicians. Psychooncology 2011; 20: 832–840. 

Tuominen L et al. 2023. Digital skills of health care professionals in cancer care: A systematic review. 
Manuscript to be submitted. 

Vuorikari, R., Punie, Y., Carretero Gomez, S., & Van den Brande, G.   (2016). DigComp 2.0: The digital competence 
framework for citizens. Update Phase 1: The Conceptual Reference Model. Luxembourg:   Publication Office of 
the European Union. EUR 27948 EN. 

https://doi.org/10.1002/nop2.1184
https://doi.org/10.1016/j.ijmedinf.2023.104995
https://doi.org/10.1111/jocn.14710



